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WAPT-HA230115## — SQLi - Critical

Vulnerability Walk-thru:
infected URL
(https://www.amanathail.gov.sa/new_portal/services/View?Id=3)
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function anti _sql_injection(%sql) {
$=2ql = stripslashes($sgl);
$sql = strip_tags(%sql):
$sqgl mysgl_real _escape_string($sqgl):
%sgl = preg_replace("/(from|select|insert|delete|where|Users|Id]|
=|lor|OR[AND|a|c|d|flglwlelr|tly|ulilolplals|dlfliglh|jljljlklzIx|c|Ll]b]
nimlv| |--|var|union|hail |[NULL|drop table|show tables|,|'|#|\¥|--[\W\\)/4", """, %sql);
$sgl = trim($sql):
$sgl = strip_tags($sqgl):

return $sqgl;
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WAPT-HA230115## — XSS - High

Vulnerability Walk-thru:
infected URL
(/new_portal/admin_news)
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strip_tags — Strip HTML and PHP tags from a string

Description 9|

strip_tags(string Sstring, array|string|null Sallowed_tags = null): string

This function tries to return a string with all NULL bytes, HTML and PHP tags
stripped from a given string. It uses the same tag stripping state machine as
the fgetss() function.

strip tags{$input);
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WAPT-HA230115## — Security Misconfiguration

Vulnerability Walk-thru:
infected URL
http://89.237.139.28:61/ords/f?p=100:9999:9366473099860
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WAPT-HA230115## — Security Misconfiguration

Vulnerability Walk-thru:
infected URL
https://adfapp.amanathail.gov.sa/ords/f?p=100:LOGIN:5385498898759:::::&tz=3:00
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